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SECTION 1: REPORT IDENTIFICATION 

Report Title Fake Executive Recruiter Lures Against Security and Finance Leaders: Fee Fraud and 
Access Operations Behind the Same First Email 

Report Number EOTISEC-2026-060 

Date of Report October 6, 2026 

Classification BUSINESS SENSITIVE // EOTISEC SUBSCRIBER DISTRIBUTION 

Originator EOTISEC Analytical Division 

Subject Assessment of unsolicited executive recruiter emails sent to senior security and 
finance leaders, the second stages those emails lead to, and the actions subscriber 
organizations should take through April 2027. 

SECTION 2: SCOPE AND PURPOSE 

This report assesses unsolicited executive recruiter emails sent to senior security and finance leaders. It answers one 
question: what is the probability that these lures are staged fraud or access operations, what do the second stages 
look like, and what should subscriber organizations do over the next six months? The source base is one email 
artifact collected by EOTISEC on October 5, 2026, with transport headers, a published first person account of an 
earlier lure to the same recipient, and open source reporting from Palo Alto Networks Unit 42, Trellix, Google 
Threat Intelligence Group, the FBI, the FTC, and one recruiting practitioner. The report does not attribute the 
anchoring email to a named actor. It also excludes the North Korean remote IT worker scheme and the task scams 
aimed at entry level job seekers. 

SECTION 3: KEY JUDGMENTS 

Each judgment below is a primary analytical conclusion drawn from the source material. ICD 203 probability 
language applies throughout. Confidence level and explanation follow each judgment. Business Impact callout 
follows each judgment. 

KEY JUDGMENT 1: We assess that an unsolicited confidential search email to a senior leader is almost 
certainly fraudulent when it names no search firm or client, originates from a consumer webmail account, and 
fails authentication for the domain shown in the From line. The anchoring email collected on October 5, 2026 has 
all of those traits. 

Confidence: High. The header evidence is directly observable. Two independent published accounts describe the 
same construction, and the website for the claimed sender domain contradicts the message that used its name. 

BUSINESS IMPACT: All four subscriber sectors should tell executives that a recruiter who cannot be reached 
at a verifiable firm domain and phone number does not get a reply. Security teams should ask executives to 
forward these messages with full headers. A reply confirms a live mailbox and a receptive target. 

 



EOTISEC  /  NATIONAL SECURITY INTELLIGENCE REPORT FOR BUSINESS  /  EOTISEC Analytical Division 

BUSINESS SENSITIVE // EOTISEC SUBSCRIBER DISTRIBUTION 

KEY JUDGMENT 2: We assess that the second stage behind this lure family is likely a paid document scheme, 
in which the fake recruiter invents a deficiency in the candidate's resume or executive biography and refers the 
target to a paid specialist. 

Confidence: Moderate. Two independent sources document this second stage in detail during 2026. EOTISEC 
did not observe the second stage of the anchoring email, so the link between this artifact and that outcome is an 
inference from pattern match. 

BUSINESS IMPACT: Direct loss per victim is small, with published price points between $400 and $800. The 
larger cost for Healthcare, Technology, Financial Services, and Defense Industrial Base employers is an 
executive who has handed a resume, a current reporting structure, and a personal mailbox relationship to an 
unknown party. Treat any recruiter request for payment as fraud and report it. 

 

KEY JUDGMENT 3: We assess that recruiter pretexts aimed at executives will very likely remain an initial 
access vector for intrusion operators, including state linked actors, against subscriber sectors through April 2027. 

Confidence: Moderate. Trellix, the FBI, and Google Threat Intelligence Group independently document the 
vector across 2024, 2025, and 2026. The judgment is a forecast, and the best documented executive case dates to 
May 2025. 

BUSINESS IMPACT: Financial Services and Defense Industrial Base subscribers carry the highest exposure 
because published cases name finance executives and defense personnel as targets. Block script execution from 
user download paths on executive devices, alert on unsanctioned remote access tools, and alert on new local 
administrator accounts. 

 

KEY JUDGMENT 4: We assess that it is very unlikely that enterprise email controls will detect these lures, 
because operators send them to personal mailboxes and build them without links or attachments in the first 
message. 

Confidence: Moderate. The anchoring email went to a personal domain and carried no link or file, and the 
September lure passed all authentication checks. Google Threat Intelligence Group reports that targeting of 
personal accounts evades enterprise visibility. EOTISEC has no telemetry on how often the same lures reach 
corporate mailboxes. 

BUSINESS IMPACT: Detection depends on the executive reporting the message. Subscribers in every sector 
should give executives a named reporting path for approaches received on personal accounts and should treat 
those reports as intelligence, with no penalty for the fact that the executive was approached about a job. 

 

KEY JUDGMENT 5: We assess that operators of the fee fraud variant likely collect employer relevant 
information from replies as a byproduct, and that some of that information reaches parties who use it for later 
social engineering. 

Confidence: Low. This judgment rests on one practitioner's account of victim behavior, one unnamed expert 
opinion quoted in that account, and analytic inference. No source documents a completed intrusion that began 
with the fee fraud variant. 

BUSINESS IMPACT: Executives in all four sectors should assume that anything sent to a fake recruiter is in 
hostile hands. That includes resumes naming security tools, team size, budget authority, and reporting lines. 
Where an executive has already replied, the security team should record what was disclosed and watch for follow 
on pretexts that reuse it. 
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SECTION 4: SITUATION AND BACKGROUND 

The Anchoring Artifact 
At 20:33 Pacific time on October 5, 2026, a serving chief information security officer received an unsolicited 
message at a personal domain mailbox.1 The sender used a recruiter persona that EOTISEC designates HOLLOW 
MANDATE. The real name in the signature is withheld because it may belong to an uninvolved person. The persona 
described herself as an executive search specialist supporting a confidential retained search for a chief information 
security officer.1 The body listed the recipient's current role and five prior employers by name. It named no search 
firm and no client, gave no phone number, and asked only whether the recipient would review the opportunity.1 The 
signature block repeated the sender name in Unicode script characters.1 EOTISEC has not established whether the 
signature name belongs to a real person who is being impersonated. 

The transport headers show an envelope sender and Return-Path at a consumer Gmail account. Its handle joined the 
persona name to the string "amazonwork."1 The From header carried a different domain, hrofficer[.]org.1 SPF 
passed for gmail.com. The only DKIM signature present was Google's internal 1e100.net signature, and no signature 
covered hrofficer.org.1 Google recorded a DMARC result of fail for hrofficer.org with a published policy of none, 
and delivered the message.1 The Message ID and Received chain show submission through Gmail's own web or app 
path, which does not expose the originating client address.1 

The header set supplied to EOTISEC did not include the From display line, Reply-To, Subject, or Date fields.1 

The Claimed Sender Domain 
A website titled "HR Officer" is hosted on a lovable.app subdomain and labels itself with the hrofficer.org name.2 It 
describes an independent team of more than 20 recruiters who place job seekers at no charge.2 The site lists seven 
named contacts with hrofficer.org addresses. None matches the HOLLOW MANDATE signature name.2 The site 
states that official communication comes only from hrofficer.org addresses and that the team never asks candidates 
for money.2 It shows no legal entity name, street address, phone number, or business registration.2 The page 
metadata carries a preview image timestamp of August 1, 2026.2 EOTISEC read the lovable.app copy of the site and 
did not confirm what the hrofficer.org domain itself serves. 

A Prior Lure to the Same Recipient 
The recipient of the anchoring email published an account of an earlier approach on September 16, 2026, 19 days 
before the anchoring email arrived.3 In that case a sender using a personal Gmail address with a number suffix 
claimed to be a senior executive recruiter at a major international staffing firm. He described a confidential search 
for a chief information security officer and closed by asking whether to send the full briefing.3 The account reports 
that SPF, DKIM, and DMARC all passed, because the From line was the Gmail address itself.3 It reports that the 
named firm's fraud awareness page says the firm recruits only from its corporate domains, charges no fees, and gives 
a Gmail address as its example of a fraudulent contact.3 The author found no professional footprint for the sender's 
name, did not reply, and forwarded the message to the firm's compliance team.3 The article withholds the names of 
the sender and the firm, and its title leaves open that the author could be mistaken.3 

Documented Fee Fraud Pattern 
Unit 42 reports that since August 2025 it has tracked phishing campaigns in which attackers pose as Palo Alto 
Networks talent acquisition staff and target senior professionals with lures built from scraped LinkedIn data.4 After 
the target engages, the fake recruiter claims the resume failed an applicant tracking system check, cites a low score, 
and hands the target to a purported expert.4 That expert offers three packages priced at $400, $600, and $800, and 
the recruiter claims a review panel is already underway to force a fast decision.4 Unit 42 published five Gmail 
addresses and one Nigerian phone number as indicators.4 It also warns recipients not to open files presented as 
diagnostic reports or resume templates because such files often carry malware.4 

Recruiting author Nick Corcodilos reported in February 2026 that operators were impersonating him from a Gmail 
address and linking to his real LinkedIn profile.5 The first message contained details scraped from the target's 
LinkedIn profile and asked only whether the target was open to a confidential conversation.5 After one target sent a 
resume, the operator returned a fabricated hiring manager review, required an executive biography and a "SWOT 
Assessment Letter," and referred the target to a document specialist at a second Gmail address with a 24 hour 
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deadline.5 Corcodilos writes that some targets paid, that others disclosed information about their employers, and that 
victims told him they would not file complaints because doing so would expose poor judgment.5 He quotes an 
unnamed data scientist at a security firm who read the scheme as a way to harvest information from executives for 
use against their employers.5 

Documented Access Operations Using the Same Pretext 
Trellix reports that on May 15, 2025 its email security products flagged a spear phishing operation against chief 
financial officers and finance executives at banks, energy companies, insurers, and investment firms in Europe, 
Africa, Canada, the Middle East, and South Asia.6 The email posed as a Rothschild & Co recruiter and used the 
subject "Rothschild & Co leadership opportunity (Confidential)."6 A link presented as a PDF led to a Firebase 
hosted page behind a custom CAPTCHA, then to a ZIP file containing a VBS script.6 The script chain installed 
NetBird and OpenSSH, created a hidden local administrator account, and enabled Remote Desktop.6 The Reply-To 
address was a Gmail account that differed from the sender address.6 Trellix states that parts of the infrastructure 
overlap with at least one nation state campaign and that it has not attributed the activity.6 

The FBI warned in September 2024 that North Korean state sponsored actors impersonate recruiting firms and 
technology companies, supported by professional websites, and that unexpected offers of employment are an 
indicator of that activity.7 Google Threat Intelligence Group reported in February 2026 that direct targeting of 
employees and exploitation of the hiring process has become a key theme across defense and aerospace firms, and 
that targeting of contractors' personal email evades enterprise security visibility.8 Trade press coverage of that report 
states that Iranian clusters tracked as UNC1549 and UNC6446 used spoofed recruitment portals and job offers to 
deploy malware.9 

Reported Loss Data 
The FTC reports that the number of job and employment agency scam reports tripled from 2020 to 2024, and that 
reported losses rose from $90 million to $501 million over that period.10 Those figures are 2024 data and cover 
every kind of job scam. EOTISEC found no public dataset that isolates the executive variant. 

SECTION 5: ANALYSIS 

The first message in the fee fraud variant and the first message in the access variant look the same. Both flatter a 
senior target with scraped career details, both invoke confidentiality, and both ask for very little. The operator's 
intent only shows at the second stage: a payment request in one case, a link or file in the other. That is why 
EOTISEC treats the lure as one problem with two outcomes. The safe response is identical for both, which is no 
reply and a report. 

The anchoring email fits the fee fraud pattern more closely than the access pattern. It used a consumer Gmail 
account as Unit 42 and Corcodilos describe, it carried no link or file, and it claimed a small recruiting brand whose 
website has no verifiable legal identity. The mismatch between the From domain and the sending account has two 
readings. Either the operators control the HR Officer brand and send through Gmail aliases, or a third party 
borrowed the domain name. EOTISEC cannot separate those readings with current evidence. Both leave the 
message fraudulent on its face, because the site says its team writes only from hrofficer.org addresses and this 
message did not authenticate as one. 

The September and October lures to the same recipient were built differently, and the difference matters for 
defenders. The September message used Gmail in the From line and passed every authentication check. The October 
message showed a business domain in the From line and failed DMARC. An authentication pass proves only that 
Gmail sent the mail, and a failure was not enough to stop delivery. Neither result separates a real recruiter from a 
fake one. The test that worked in both cases was comparing the sender against the claimed firm's own published 
contact policy. 

Assumptions 

Assumption 1: The anchoring email is one instance of a volume campaign. The boilerplate structure, the recycled 
Gmail persona handle, the close match to two published campaigns, and a second lure to the same recipient within 
19 days support this. One recipient is not a sample, and the two lures may come from unrelated crews working the 
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same public profile. It fails if the sender turns out to have built a single tailored approach to this recipient, which 
would raise the probability of an access or espionage motive. 

Assumption 2: Published vendor and practitioner reports describe the same broad operator ecosystem, even if the 
individual crews differ. Shared tradecraft across the Unit 42 and Corcodilos accounts supports this. It fails if those 
accounts describe isolated crews whose methods do not generalize. 

Assumption 3: The operators behind the anchoring email seek money from the target and not access to the target's 
employer. The pattern match to documented fee fraud supports this. It fails if a second stage message delivers a link, 
a file, or a credential prompt. 

LINCHPIN ASSUMPTION: Assumption 3 is the linchpin. Key Judgment 2 depends on it directly, and the severity 
rating a subscriber assigns to this lure family depends on it as well. If the second stage of this lure delivers a file or 
link, the activity moves from consumer fraud against an individual to attempted intrusion against the employer. 
EOTISEC should revisit this assumption at each production cycle and at once if any subscriber reports a second 
stage payload. 

Analysis of Alternatives 
For Key Judgment 1, the primary alternative hypothesis is that the anchoring email is a real approach from a small 
recruiting shop with poor email hygiene. We assess this alternative as very unlikely because a retained search is a 
contract between a named firm and a client, the message names neither, and the claimed sender's own site says its 
staff write only from hrofficer.org addresses. 

For Key Judgment 2, the primary alternative hypothesis is that the second stage is credential theft or malware 
delivery. We assess this alternative as unlikely for the Gmail based lure family because both detailed 2026 accounts 
end in a payment request. It stays a live possibility, given the Unit 42 warning about malicious files presented as 
resume tools. 

For Key Judgment 3, the primary alternative hypothesis is that intrusion operators abandon recruiter pretexts for 
executives as public awareness grows. We assess this alternative as very unlikely within six months because the 
pretext costs almost nothing to run and Google reported hiring themed targeting as a key theme as recently as 
February 2026. 

For Key Judgment 4, the primary alternative hypothesis is that mail providers and enterprise gateways already 
filter most of these lures before delivery. We assess this alternative as unlikely because the anchoring message failed 
DMARC and still reached the inbox, the September message passed authentication as ordinary Gmail, and a first 
message with no link or file gives content filters little to score. 

For Key Judgment 5, the primary alternative hypothesis is that fee fraud operators discard everything except the 
payment. We assess this alternative as a roughly even chance because EOTISEC has no direct evidence of resale or 
reuse, and low skill fraud crews often ignore data they cannot monetize at once. 

Implications by Customer Sector 

Defense Industrial Base: Published reporting names defense personnel and their personal accounts as targets of 
hiring themed operations by state actors. Subscribers should brief cleared and senior staff that recruiter approaches 
on personal channels are reportable contacts. They should also confirm that executive devices used for personal mail 
cannot run downloaded scripts. 

Healthcare: No source reviewed names healthcare executives as targets of the access variant. The fee fraud variant 
reaches any senior profile visible on LinkedIn, and one published victim thread appears, from the program names 
left unredacted, to involve a health policy leader. Subscribers should fold this lure into executive awareness 
briefings and track any reports. 

Technology: Operators impersonate technology employers by name, as Unit 42 documented for its own parent 
company. Subscribers should publish a plain statement of how their recruiters make contact, as the staffing firm in 
the September case did, monitor for Gmail accounts and lookalike domains using their brand, and give candidates an 
address for reporting impersonation. 
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Financial Services: The Trellix case targeted finance executives at banks, insurers, and investment firms and ended 
in hidden remote access. Subscribers should hunt for the published indicators, alert on NetBird and OpenSSH 
installs outside IT, and review whether finance executives can run VBS files at all. 

Changes from Prior Assessment 
No prior EOTISEC assessment exists on this topic. This report establishes the baseline. 

SECTION 6: INFORMATION GAPS AND COLLECTION REQUIREMENTS 

For each gap, the format is: Gap statement. Analytical significance. Collection requirement. 

1. Gap: The second stage of the anchoring email is unobserved. 
Analytical significance: Key Judgment 2 and the linchpin assumption are most sensitive. A payload would move 
this lure into the access category. 
Collection requirement: Collect second stage messages from subscribers who have already replied to similar lures. 
Do not reply to the anchoring sender from a real mailbox. 

2. Gap: The From display line, Reply-To, Subject, and Date headers of the anchoring email were not supplied. 
Analytical significance: Key Judgment 1. A Reply-To at a third address would show where responses go and would 
tighten the match to the Trellix case. 
Collection requirement: Obtain the complete original message from the recipient. 

3. Gap: Registration date, registrant, mail records, and DMARC record for hrofficer.org were not retrieved. 
Analytical significance: Key Judgments 1 and 2. A recent registration with no mail infrastructure would support 
operator control of the brand. 
Collection requirement: Pull WHOIS, passive DNS, and current DNS records for the domain. Compare against the 
August 1, 2026 site timestamp. 

4. Gap: No dataset measures volume or losses for the executive variant. 
Analytical significance: Key Judgments 2 and 5. Without volume data, EOTISEC cannot size the problem or track 
trend. 
Collection requirement: Monitor FTC and FBI IC3 annual releases, and poll subscribers each quarter for reported 
approaches. 

5. Gap: EOTISEC does not know whether the September 16 and October 5 lures share an operator. 
Analytical significance: Assumption 1 and Key Judgment 2. A shared operator would show one crew rotating 
brands against the same target list. Unrelated operators would show how widely the target's profile circulates. 
Collection requirement: Compare full headers, sending account patterns, and message text from both lures. Ask 
the impersonated staffing firm what its compliance team found. 

6. Gap: No source ties a fee fraud lure to a later intrusion. 
Analytical significance: Key Judgment 5. One documented case would raise confidence and change the severity 
rating. 
Collection requirement: Monitor vendor incident reporting and subscriber incident reviews for intrusions whose 
first contact was a recruiter approach. 

SECTION 7: SOURCE SUMMARY STATEMENT 

This report draws on six source types and ten sources. The first is primary technical data: one email artifact with 
transport headers, collected by EOTISEC. The second is government publication: an FBI public service 
announcement and an FTC press release. The third is vendor threat research from Unit 42, Trellix, and Google 
Threat Intelligence Group. The fourth is first person practitioner accounts, one from a recruiting author and one from 
the recipient of the anchoring email. The fifth is trade press. The sixth is the website of the claimed sender domain. 
No classified sources were used. 
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EOTISEC read the Unit 42, Trellix, and Corcodilos publications, the recipient account, and the HR Officer site in 
full. For the FBI, FTC, and Google publications, EOTISEC read the text returned from the publisher's own domain 
and did not review each full document. The SecurityWeek article is cited for one detail on Iranian clusters that the 
primary Google text reviewed did not show. 

Single source dependencies exist. The anchoring artifact is one message. The Trellix report is the only detailed 
account of an executive recruiter lure ending in remote access. Key Judgment 5 rests mostly on the Corcodilos 
account. Unit 42 and Trellix are vendors with commercial interest in the threat they describe, and Unit 42 is also the 
impersonated brand. Corcodilos is the impersonated party in his own account. The September account was written 
by the recipient of the anchoring email, who has a working relationship with EOTISEC. It is a first party account 
and does not count as independent corroboration of the anchoring artifact. It withholds the sender and firm names, 
so EOTISEC could not check its description of the fraud awareness page against the page itself. The HR Officer site 
is a first party communication of unknown reliability. The FTC loss figures are 2024 data. ATT&CK identifiers 
taken from the Trellix report are as published there. The remaining ATT&CK and D3FEND identifiers come from 
analyst reference knowledge and were not checked against the current framework releases during production. 

SECTION 8: ICD 503 CONSIDERATIONS AND ATT&CK / D3FEND MAPPING 

ICD 503 considerations apply because this lure family reaches privileged people through channels that sit outside 
the authorization boundary. An executive's personal mailbox and personal device are not in the system inventory, 
yet a compromise there can produce credentials, documents, and trust relationships that reach systems inside it. 

Risk to Information Systems and Data: The access variant places remote access tooling and a hidden 
administrator account on an executive endpoint. From there an operator can reach mail, finance systems, and file 
stores with the executive's rights. The fee fraud variant puts resumes and organizational detail in hostile hands, 
which lowers the cost of later pretexting against help desks and executive assistants. 

NIST RMF Alignment: Prepare: add personal channel social engineering of key personnel to the organizational 
risk assessment. Select and Implement: confirm awareness training covers recruiter pretexts and that incident 
reporting procedures accept reports about personal accounts. Monitor: add detections for unsanctioned remote 
access tools and new local administrator accounts on executive endpoints. System security plans should record 
executive endpoints as high value assets where they are not already listed. 

Supply Chain Risk: Recruiters and search firms are suppliers with privileged access to executives. Subscribers that 
use retained search should give executives the names, domains, and phone numbers of the firms under contract so 
that any approach outside that list stands out. Third party executives at key suppliers face the same lure, and a 
compromised supplier executive is a path into shared portals and payment workflows. 

ATT&CK Technique Mapping 
REPORTED means a cited source documents the behavior. ASSESSED means EOTISEC infers it from the 
anchoring artifact or from pattern match. 

Technique 
ID 

Technique Name Tactic Application to This Report Status 

T1593.001 Search Open 
Websites/Domains: 
Social Media 

Reconnaissance Operators scrape LinkedIn career history to 
personalize lures, per Unit 42 and Corcodilos. 

REPORTED 

T1589.002 Gather Victim Identity 
Information: Email 
Addresses 

Reconnaissance The anchoring lure reached a personal domain 
mailbox, which implies address collection beyond the 
corporate directory. 

ASSESSED 

T1585.002 Establish Accounts: 
Email Accounts 

Resource 
Development 

Consumer Gmail accounts created under recruiter 
personas, per Unit 42 indicators and the anchoring 
headers. 

REPORTED 

T1583.006 Acquire Infrastructure: 
Web Services 

Resource 
Development 

A recruiting brand site on a hosted site builder 
supports the claimed sender domain. Operator control 
is not confirmed. 

ASSESSED 
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Technique 
ID 

Technique Name Tactic Application to This Report Status 

T1656 Impersonation Defense Evasion Operators pose as named recruiters, employers, and 
search specialists in every case reviewed. 

REPORTED 

T1598 Phishing for Information Reconnaissance First message with no link or file seeks a reply, then a 
resume and organizational detail. 

ASSESSED 

T1566.002 Phishing: Spearphishing 
Link 

Initial Access Recruiter email with a link presented as a PDF 
brochure, per Trellix. 

REPORTED 

T1204.002 User Execution: 
Malicious File 

Execution Target opens a ZIP and runs a VBS script, per Trellix. REPORTED 

T1059.005 Command and Scripting 
Interpreter: Visual Basic 

Execution VBS downloader fetches and runs the second stage, 
per Trellix. 

REPORTED 

T1219 Remote Access Tools Command and 
Control 

NetBird and OpenSSH installed for persistent remote 
access, per Trellix. 

REPORTED 

T1136.001 Create Account: Local 
Account 

Persistence Hidden local administrator account created by the 
script, per Trellix. 

REPORTED 

T1657 Financial Theft Impact Fees of $400 to $800 collected for fictitious document 
services, per Unit 42. 

REPORTED 

Source material does not support mapping of lateral movement, collection, or exfiltration for the executive recruiter 
variant. No source reviewed describes operator activity after remote access was established. 

D3FEND Countermeasure Mapping 

D3FEND Technique D3FEND ID Addresses 
ATT&CK 

Application and Priority 

Sender Reputation 
Analysis 

D3-SRA T1585.002, 
T1656 

Flag executive recruiter mail whose envelope sender is consumer 
webmail while the From line shows a business domain. HIGH, 
because the anchoring email and the Trellix case both show this split. 

Transfer Agent 
Authentication 

D3-TAAN T1656 Enforce DMARC results on inbound mail to corporate mailboxes and 
quarantine failures for domains with a policy of none when the 
message targets an executive. MODERATE, because the anchoring 
message went to a personal mailbox outside this control. 

URL Analysis D3-UA T1566.002 Detonate links in recruiter themed mail, including pages that sit 
behind a custom CAPTCHA. HIGH for Financial Services, because 
the Trellix chain relied on a CAPTCHA gate to evade scanners. 

Executable Allowlisting D3-EAL T1204.002, 
T1059.005, 
T1219 

Deny wscript.exe and unsigned installers on executive endpoints and 
allow remote access tools by name only. HIGH, because the 
documented access chain fails at the first script if this control holds. 

Script Execution Analysis D3-SEA T1059.005 Alert on VBS or PowerShell launched from download or temp paths 
by non IT users. HIGH, because Trellix names this as the earliest 
reliable detection point. 

Local Account Monitoring D3-LAM T1136.001 Alert on any new local account added to Administrators on an 
executive device. MODERATE, because it detects the chain late, after 
tooling is installed. 

Multi-factor Authentication D3-MFA T1598 Require phishing resistant factors on executive corporate and personal 
mail accounts. LOW TO MODERATE, because no reviewed case 
shows credential theft, and the value here is limiting damage if a later 
stage attempts it. 

Priority designations are grounded in the specific cases in this report and are not generic rankings. D3FEND offers 
little for the first stage of this lure, which is a plain text message to a personal mailbox. The effective control at that 
stage is a briefed executive with a reporting path. 
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SECTION 9: ANALYTIC TRADECRAFT SELF-CERTIFICATION 

ICD 203 Requirement Status Notes 

Objectivity: The analysis is free of advocacy, personal 
preference, or policy bias. 

CONFIRMED The report flags vendor and first party interest in 
Section 7, including that both artifacts come from one 
recipient with a working relationship to EOTISEC, 
and does not recommend any product. 

Independence of Political Consideration: No judgment was 
shaped to support a particular outcome or audience 
preference. 

CONFIRMED State actor references are limited to what the FBI, 
Trellix, and Google published. The anchoring email is 
not attributed. 

Timeliness: Source material is current and the report 
addresses matters actionable by the customer. 

CONFIRMED The anchoring artifact is one day old. Supporting 
sources run from September 2024 to September 2026, 
and older data is dated in the text. 

Based on All Available Sources: All source material provided 
was considered. Gaps are documented in Section 6. 

CONFIRMED All supplied headers and body text were used. Six gaps 
are listed, including headers that were not supplied. 

Source Credibility Described: Source quality is addressed in 
Section 7. 

CONFIRMED Section 7 states which sources were read in full, names 
single source dependencies, and identifies interested 
parties. 

Uncertainty Expressed: Probability and confidence language 
conforms to ICD 203 standards. 

CONFIRMED Each Key Judgment uses one probability term and a 
separate confidence statement. Confidence ranges 
from High to Low. 

Assumptions Distinguished from Facts: All assumptions are 
labeled. Linchpin assumptions are identified. 

CONFIRMED Three assumptions are numbered with failure 
conditions. Assumption 3 on operator motive is the 
linchpin. 

Alternatives Incorporated: At least one alternative hypothesis 
is addressed for each major judgment. 

CONFIRMED Five alternatives are assessed, one per Key Judgment, 
each with a probability term. 

Customer Relevance Addressed: Implications for the relevant 
stakeholder are stated specifically. 

CONFIRMED Section 5 gives actions for each of the four subscriber 
sectors, and states where a sector lacks direct 
evidence. 

Clear and Logical Argumentation: The main analytic message 
is stated up front in Section 3. 

CONFIRMED Judgments precede evidence. Section 4 holds facts 
only, and Section 5 holds the reasoning. 

ATT&CK and D3FEND Mapping Completed: REPORTED 
and ASSESSED attributions are correctly distinguished. 
Priority designations are grounded in the specific incident. 

CONFIRMED Nine techniques are REPORTED from named sources 
and three are ASSESSED. Each D3FEND priority 
cites the case that drives it. 
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